
How can I prevent it?
Never share any explicit images or

video material with anyone.
Check privacy and security

settings. If your social media
accounts are public, a predator has

access to a lot of information
about you.

Block and ignore follow requests
and messages from strangers.

Be aware that people can pretend
to be anything or anyone online!

Where does it happen?
Predators lurk in online platforms

like social media and gaming apps.
Snapchat, Instagram, TikTok and

Discord are prime hunting grounds
for predators. 

SEXTORTION
What is it?

Basically, it's blackmail.
Sextortion is a serious crime that

occurs when someone threatens to
distribute your private and

sensitive material if you don’t
provide them images of a sexual
nature, sexual favours, or money.

How does it happen?
More easily than you think!

Online predators follow you on
social media or gaming apps,

gaining your trust by pretending to
be someone they are not. Often a
conversation begins via DMs, with
a suggestion to move to whatsapp

or email.  Through deception,
manipulation or threats, the

criminal convinces you to send an
explicit video or image. Once they
have the image, the threats and

blackmailing begin.

How do I deal with it?
Remember you are not alone,
you are likely just one of many

victims being targeted by the same
person or syndicate.

These criminals will make you feel
scared, confused and embarrassed.
No matter the threats, they are the

ones breaking the law and you
must report this!

Please talk to a trusted adult and
notify the specialised SECI unit.

Don't struggle alone!
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GET HELP!



Screenshot the messages on
both the social media platform
as well as WhatsApp. 
Send a reply along the lines of “I
have talked to my parents and
they are contacting the police to
open a case of intimidation,
extortion and blackmail at the
special investigations unit”.
Then block the social media
account and the WhatsApp
number sending the threats.
This step may need to be
repeated a few times. 
Report the account to the social
media platform.
Report the matter to your local
police station, or call Crime
Stop.

What should teens do?

 
 

What if it happens?

Keep checking your teen’s
followers and talk to them
about deleting ones that look
dodgy. Any account following
many more accounts than are
following them back should be
treated as suspect.
Set in-app parental control
settings.
Install a parental control like
Bark to give you alerts about
suspect DMs on social media
apps, and requests for nudes on
WhatsApp. 
Make sure your teen can turn to
you or another trusted adult if
this kind of thing should
happen to them. 
If you are lucky enough that
your teen does turn to you for
help, try to stay calm, suppress
your emotion and focus on
helping them first, giving them
the assurance that you will
always have their back, no
matter what.  

What should parents do?
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 Call Crime Stop 
0860010111 

Ask for a detective in the 
Serial & Electronic Crimes
Investigations (SECI) unit. Need support? 

Just reach out...

https://beintouch.org.za/shop/

